Abstract-Biometric system can be defined as the automated method of identifying or authenticating the identity of a living person based on physiological or behavioral traits. Palmprint biometric-based authentication has gained considerable attention in recent years. Globally, enterprises have been exploring biometric authorization for some time, for the purpose of security, payment processing, law enforcement CCTV systems, and even access to offices, buildings, and gyms via the entry doors. Palmprint biometric system can be divided into unimodal and multimodal. This paper will investigate the biometric system and provide a detailed overview of the palmprint technology with existing recognition approaches. Finally, we introduce a review of previous works based on a unimodal palmprint system using different databases.
I. INTRODUCTION
A biometric system is a technological system that uses information about a person (or another biological organism) to identify that person. Biometric systems rely on specific data about unique biological traits in order to work effectively [1] . Biometric systems can be applied to various applications such as criminal identification, car theft, laptop, and desktop authentication security systems, building access, locker protection, national security, military field, immigration, citizen identification, network access, attendance monitoring, and transaction processing system [2] . There are different types of biometric systems that have been employed by researchers. Examples of these types include biometric systems based on voice [3] , DNA [4] , keystroke [5] , face [6] , iris [7] , hand geometry [8] , fingerprint [9] , gait [10] signature [11] . The development of palmprint recognition has helped humans perform tasks that were previously difficult or had to be carried out manually. Indirectly, these developments have helped humans by providing faster, more efficient and productive performance of tasks. Many researchers utilized the palmprint authentication system due to its reliable and confidential features [12] , [13] , [14] .
The currently available literature shows that there have been a number of valuable reviews on the palmprint recognition system. However, finding a comprehensive study that is inclusive of various aspects of the palmprint recognition system is scarce. Therefore, this paper aims to investigate the biometric system and provide a review of the unimodal palmprint recognition system. The paper is organized in the following sections. In Section 2, the biometric system will be introduced. Section 3 comprises an overview of the palmprint technology. Section 4 will review previous works based on the unimodal palmprint system with using different databases. Finally, the paper is concluded in Section 5.
II. BIOMETRIC SYSTEM
Biometrics can be divided into physiological features and behavioral features. The physiological features include fingerprints, hand geometry, and palmprint. Fig. 1 shows the examples of physiological biometrics. The behavioral features comprise signatures, handwriting, and movements as illustrated in Fig. 2 . These are unique features that exist in each individual and remain unchanged during a person's lifetime, hence providing a hopeful solution to the community.
Every trait has its metrics and limitations. For instance, the voice is less accurate, a keystroke needs a long observation time, and the face is affected by different poses, illumination, and aging factors. In addition, the iris sensor is very expensive, the hand geometry changes as children grow, the wearing of rings as well as rapid development of pregnant women in a short time, and the DNA is not user-friendly. Other limitations include the faint fingerprints of elderly persons and those involved in manual labors and even missing gait can be influenced by medical conditions, clothing, surface, footwear, and signature which are easy to forge [14, 15] .
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A. The Components of the Biometric System
The main recognition components which are currently being used by the biometric system can be divided into five units [15] [16] [17] :
 Acquisitions unit: This unit depends on the biometric trait used. The sensor will be used to capture the trait which belongs to the user. The sensor captures an image, a voice signal or a frame sequence. The trait captured is called "sample."
 Segmentation unit: The sample region that contains the biometric information is isolated to produce the region of interest which will be used in the next unit.
 Features extraction unit: The features of the segmented sample are extracted, and a feature vector of the biometric trait is calculated. This vector is so suitable for the storage and analysis of databases through an information processing system. The vectors can be strings of bits or images or coordinates of specific points in the image signals or algebraic functions.
 Matching unit: The vector is compared to one or more of the prior-vectors which are stored in the database. The result of the matching unit is the "degree of matching," and the "similarity between the two comparators."
 Decision unit: The degree of matching is used to produce the final decision output of the biometric system. A threshold for the degree of matching value is used to convert the degree of matching to a logical decision, whether the comparison vectors belong to the same individual or not.
B. Characteristics of the Biometric Traits
The main characteristics of the biometric trait that must be taken into account [15, 18] are as follows:
 Universality: Everyone should possess the biometric trait.
 Distinctiveness: The individuals should be distinguished by the biometric trait.
 Permanence: Over time, the biometric trait should not change.
 Collectability: How easy it is to obtain biometrics.
 Performance: The speed and accuracy that can be acquired by using the biometric trait.
 Acceptance: The willingness of people to supply their biometric attributes for the process of recognition.
 Circumvention: The difficulty of piracy in the biometric system to avoid unauthorized access. Table 1 illustrates a comparison of the characteristics of different biometric technologies [18] . 
Based on this comparison, we can see that the distinctiveness, permanence and performance characteristics for the palmprints are high. These are the main characteristics that make the palmprint a promising technology for authentication purposes.
III. PALMPRINT TECHNOLOGY OVERVIEW
The usefulness of palmprints has been progressively verified in the last fifteen years. A palmprint is defined as a small area on the surface of the palm which contains more www.ijacsa.thesai.org information that can be very useful for a person's authentication system.
The images of palmprint contain unique characteristics of a reliable human identification making them a highly competitive feature in the palmprint recognition [19] . The studies of palmprint should utilize either the high resolution or low-resolution images. High-resolution images will be 500 dpi or less, and these images are appropriate for forensic applications such as criminal detection. In most of the previous researches on palmprint, the main focus of recognition is on low-resolution images below 150 (dpi s), and these images are more appropriately used for civil and commercial applications such as access control [20, 21] [22] [23] .
Furthermore, the palmprint image has a unique feature as it will be unchanged for a long period of time [24, 25] . Palmprint offers many distinctive features that can be used for precise recognition. The features of palmprint will be discussed in detail in the subsection below.
A. Palmprint Image Features
In general, the features of an image can be divided into two categories, global features, and local features. Global features remain a topic of interest in the past decade. Global means extracting the initial features of the whole image. Each pixel is taken into consideration [26] . The advantages of global features are they compress the size of representation and increase the speed of computation. However, the disadvantages are the variance of geometric distortion. Therefore, using global features alone is not efficient. Local features are considered the efficient representation of the image especially in the field of pattern recognition and computer vision. The local features are invariant to scale, translation and rotation [27] . Global features describe the visual content of the entire image using the vector. They represent texture, color, and shape information. Meanwhile, the local features aim to detect the interest points (IPs) in an image and describe them by a set of vectors [28] . Some examples of global palmprint descriptors are invariant moments (Hu and Zernike) [29, 30] and histogram oriented gradients (HOC) [31] . For local palmprint descriptors, some of the examples are SIFT [32] , SURF [33] , LBP [34] , BRISK [35] and MSER [36] . Fig. 3 represents the palmprint ink region while Fig. 4 represents the palmprint without ink region [37] . Meanwhile, the features of palmprint are shown in Table 2 .
B. Importance of Palmprint Technology
Many researchers have highlighted the importance of palmprint system in their studies showing that palmprint has more distinctive features and availability of rich information such as lines, wrinkles, hills, dots, points, and texture. These unique characteristics offer different possibilities to represent the features of the palmprint and pattern recognition [19] . The sensors that are used to capture palmprint are low-cost with very low images of 75 dots per inch (dpi) [24] . The nature of palmprint which is anti-spoofing has made palmprint a reliable biometric feature. [24] . Among the various biometric features include the face, DNA, fingerprint, hand, iris, hand vein retina, sound and signature, palmprint has good potential as a personal identification method because it is fast and generally acceptable. In comparison to face recognition, palmprint is not affected by age and accessories. If compared to the recognition of a fingerprint, palm contains rich information and it only needs low-resolution image device capture that reduces the cost of the system. If compared to the recognition of the iris, images of the palmprint can be captured without intrusions as people may fear the side effects on their eyes. Delta points Small regions which the center of the entire area. They are similar to the shape of a delta. www.ijacsa.thesai.org C. Palmprint System Authentication Authentication can be defined as giving the authorized persons the proper authority and access in proper time. Authentication is divided into identification and verification. These two different ways the biometric systems can be used according to the needs of the application. The identification phase can be performed once to several times by comparing the biometric data with each modal of the system database to detect the non-personal identity of the specified partition. The identification phase is very complicated and costs time, but it is very useful for negative recognition of critical issues such as in the context of forensic and criminal issues. However, in the phase of verification, the system confirms the identity of the individual already known by comparing the biometric data with the modal stored over in the database with that identity [38] .
Verification needs less time since it is necessary to reduce the number of comparisons. Applications such as the security system for laptops or telephones, the presence system, security of access in electronic banking and offices are examples of the verification procedure [14] . Fig. 5 illustrates a typical palmprint authentication system. As a result, palmprint authentication has the potential to achieve high accuracy for both identification and verification of humans [39] . The authentication of the palmprint of the hand is of great benefit to both civil and forensic applications since approximately 30% of the palmprint latent are raised from scenes of crime (i.e., wheels, steering, blades, etc.). For example, law implementation officials successfully use palmprint recognition to track down killers [38] .
IV. REVIEW OF RECOGNITION APPROACHES OF PALMPRINT
The approaches of palmprint matching and feature extraction are divided into three categories called holistic, local and hybrid. All of these approaches are explained in detail below.
A. Holistic based Approaches
Here, the original image will be used as the input of a holistic extractor or matcher. Table 3 summarizes the holistic approaches.
B. Local based Approaches
Local features refer to a pattern or distinct structure found in an image such as a point, edge, or small image patch. They are usually associated with an image patch that differs from its immediate surroundings by texture, color, or intensity. Some examples of local features are blobs, corners, and edge pixels. There are two groups of local features for palmprint recognition; ridges and creases points which can be extracted from high-resolution and low-resolution images. Table 4 shows a summary of these approaches for local features. SIFT algorithm is one of the accurate methods used to extract local features. SIFT extractor is used for both lowresolution palmprint images and high-resolution images [23] .
C. Hybrid-Approach
Hybrid approaches combine two or more of the recognition approaches to get high accuracy. For example, it could be a hybrid of two or three palmprint representations; Gabor line and subspace features LBP + 2DLPP [13] or a combination of the local features with holistic features [40] .
V. REVIEW OF PREVIOUS WORKS BASED UNIMODAL PALMPRINT SYSTEM
The first system is called automated finger identification system (AFIS), built to support palmprint recognition in late 1990 by a Hungarian company. This is the first palmprint benchmark. Presently, a large number of researchers are investigating the palmprint technology by using different systems and various algorithms to improve this technology. The first system is unimodal which is then developed according to a multimodal with different criteria. The unimodal biometric system can be defined as using single trait for recognition. In the case of unimodal palmprint, it uses either the left or right palmprint. We will investigate the unimodal based on the following sections: a unimodal with various studies based contact based, contactless and high-resolution palmprint images. Kernel method Kernel PCA and kernel Fisher discriminant applications [43, 44] Tensor method 2DPCA [13] 2D LPP [25] Transform the domain Subspace methods in the transform domains [42] Invariant moments: Zernike moments [45] and Hu Invariant moments [46] Spectral representation:
Global statistical signatures in the wavelet domain Texture -descriptor Applications of LBP [55] , DCT Coefficients coding [56] .
Scale-invariant feature
Application of SIFT [57] A
. Review based Contact based Palmprint Database
The popular poly U database and Jiaotong Beijing University optical scanner are examples of contact based palmprint images. Fig. 6 illustrates the Poly U database image. There are two main approaches to extract features from the contact based images namely the line feature-based and orientation code based [23] . To extract the line feature either line or edge detectors such as DOG [58] , Gabor filter [59] , and radon filter [60] can be used. The DOG is sensitive to noise, illumination and it is difficult to distinguish the principal lines from wrinkles. On the other hand, to detect a line, we can detect radon transform (RT) which detects the intensity along potential lines that exist in the small local area. By developing RT and using a modified finite radon transform (MFRAT) [54] , the summation of the image pixels over the lines is calculated. In general, the line based image does not achieve a very good result. Fig. 7 shows an example of the DOG line features and MFRAT line features.
Meanwhile, the orientation code based includes palm code [61] , competitive code [62] , fusion code [63] , robust line orientation code (RLOC) [54] , double orientation code (DOC) [64] and binary orientation co-occurrence vector (BOCV) [63] . Based on these approaches, a local orientation descriptor is used to represent palmprint images. In general, the orientation based method uses one or multiple orientations. Fig. 8 shows the examples of competitive code.
Furthermore, many algorithms for recognition are being developed over the years. Shang et al. [41] employed the artificial neural network in the palmprint classifier using the radial basis probabilistic neural network (RBPNN) and achieved a good result. Meanwhile, Raut and Humbe [65] suggested the extraction lines from palmprint biometric system by processing the morphological processes. This study discusses the importance of the exact location where the palmprint and shape of the hand images were extracted from a one-hand image acquired by a sensor. In a study conducted by Li et al. [66] , they found that the solution to the problem of the illumination and noise of the image of palmprint recognition can be solved by proposing an approach to palmprint recognition through directional representations in low-quality conditions. In addition, they claimed that the Gabor algorithms are not robust for image recognition under uneven illumination and noise. Xin et al. [12] introduced deep learning into palmprint recognition involving three steps. First, a deep belief net (DBN) is built by top-to-down -unsupervised training. Second, the optimum parameters are chosen to build a robust performance. Finally, the testing sample is labeled using the DBN learning models.
They proposed that deep learning should be considered as a robust method of palmprint recognition. Raghavendra and Busch [24] proposed a sparse representation of the features scheme for the recognition of palmprint obtained from the Bank of Binary Features of the Statistics Images or B-BSIF. Meanwhile, Zhai et al. [13] proposed that the fusion between the block-wise bi-directional two-dimensional principal components analysis and the classification of grouping spares classification is effective. Ergen [56] introduced a method that integrates discrete cosine transformation (DCT) and an autoregressive (AR) modeling for biometric identification. In a study by Kumar and Wang [67] , a convolutional neural network (CNN) was presented as a matcher left palmprint with right www.ijacsa.thesai.org palmprint images of the same hand. They improved the similarity between the left palm and right palm of the same person. Fei et al. [68] performed a Gabor half-filter bank for the extraction of the double half of the palm recognition. In addition, they evaluated this work by comparing this method with a single dominant orientation. It was found that the double half-orientations could characterize the global orientation feature of a palmprint with greater precision. Zhang et al. [69] conducted a hybrid approach by combining the weighted adaptive center-symmetric local binary pattern (WACSLBP) with the weighted sparse representation (WSRC) to improve the classification. This approach consisted of coarse and fine steps. In the coarse step, the similarity between the test sample and one sample of each training class are being used. A small number of candidate classes of the test sample is reserved, and most of the training classes could be excluded. Whereas, in the fine step, the rotation invariant weighted histogram feature vector was extracted from each candidate's sample. Moreover, using WACS-LBP for the testing sample, the weighted sparse representation optimal problem was constructed using the similarity between the test sample and each candidate training sample. Table 5 summarizes previous works founded on the contact based database images.
B. Review based Contactless Palmprint Database
IITD and CASIA databases are examples of contactless images, which are collected by using a commercial camera under free environment using a non-user peg. Fig. 9 illustrates a contactless image. So the problems in this database are variants to translation, scaling, rotation, illumination, and noise. The contactless images are under low-resolution. Therefore, the line and texture are the most important features. A number of researchers use subspace learning approaches [68] and collaborative approach [71] . Robust features such as SIFT [72] , LBP [73] LLDP [74] , and OLOF [75] show excellent robustness to rotation and scaling, illumination and translation changes. These descriptors have achieved a good accuracy in contactless images. Fig. 10 and Fig. 11 illustrate SIFT and LBP features respectively. However, many algorithms for contactless recognition have been developed over the years. Kumar and Zhang [76] introduced the user's identity characterization through the simultaneous use of three main representations (hybrid approach) of the palmprint, namely Gabor features, line features, and principal component. Chu et al. [52] proposed a famous Gabor magnitude features. Kumar and Kumar [77] investigated the possibility of using the palmprint as a cryptic vault to develop a reliable and easy-touse encryption scheme that suggests the use of symmetric and asymmetric encryption approaches. Palanikumar et al. [78] introduced the contrast enhancement scheme called adaptive Increasing Value Histograms equalization (AIVHE) which can be used to adaptively match the Histograms equalization (HE) based on the palmprint lines, textures and hand geometry properties. Zhao et al. [79] used SIFT features and I-RANSAC algorithm for palmprint verification for the contactless dataset.
Kanchana and Balakrishnan [80] proposed a method of RabinKarp Palm-Print Pattern Matching (RPPM) to improve the matching accuracy of the palmprint features by using the double hash in RPPM. Ali et al. [25] used a hybrid approach for palmprint identification, by using various algorithms such as local binary pattern (LBP), two-dimensional localized preserving projection (2DLPP) and the fusion of LBP + 2DLPP. Table 6 summarizes previous works based on the contactless database. (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 9, No. 11, 2018 332 | P a g e www.ijacsa.thesai.org 
C. Review based High-Resolution Palmprint Images
The high-resolution images are usually greater than 500dp [81] . These images include ridge and creaser features whereby the ridges are divided into local ridge direction (LRD) and minutia, while the creaser includes principle lines. Fig. 12 shows the features of high-resolution images from THUPALMLAB.
LRD is the angle between the ridge across the small area and the horizontal axis. (LRD) represents (Өij, rij), where Өij is the ridge direction at (i, j) pixel and the (rij) represents the crosses ponding direction. [82] .
To extract the LRD features, three methods have are widely used; gradient based, discrete Fourier transform and Gabor filter. In these methods, (rij) is calculated by deriving the direction vector in the local window. In a gradient based method, the orthogonal direction which represents the maximum changes in the intensity is calculated as the LRD [83] .
In the DFT using the sine wave to represent the ridges in the palmprint image, DFT is considered as the most effective tool to extract the LRD feature [81] . Though, in the Gabor filter based, the LRD area is calculated by choosing the direction of the Gabor filter which performs the max-filtering response after applying multiple frequency spectrum in the www.ijacsa.thesai.org local area [83] . However, the Gabor filter is considered as a complicated method that requires more time to execute.
Minutiae points are considered the most significant feature in high-resolution images [82] . Minutiae points are represented by a vector (x, y, Ө) where x, y are the coordinates of a point and Ө is the LRD direction. To extract the minutia features, the following three steps are involved [23] :
1) Finding Ө of LRD by using Gabor filter; 2) Obtaining the Skelton ridge image by binarized and thinned palmprint image;
3) Calculating the center of the ridge of each pixel to detect minutiae points.
Principle lines feature can be seen in both low resolution and high-resolution images [84] . The principles line involves three long creases. The MFART and Hough transform is applied to detect these lines [84] . Fig. 13 shows these three features. On the other hand, Carreira et al. [85] used SIFT algorithm with the RGB-mapping algorithm. Dai and Zhou [84] used a multi feature-based matching technique that took 5s to achieve a single match. Jain and Feng [81] used a minutiae code while Wang et al. [86] and Wang et al. [87] used the minutiae based method which performed local matching before global similarity. Cappelli et al. [88] extended the fingerprint encoding for palmprint images. These studies had achieved excellent results but have suffered from high computational complexity for a large number of minutiae points to be compared during matching. To solve this problem, Tariq et al. [22] conducted GPU to decrease the time of execution. The GPU is a special processor used in the graphic to perform true general-purpose. In addition, the processor requires recombining various software. They have a rudimentary programming tool as well as are poor in programming languages. Table 7 summarizes the previous works based on the high-resolution database. 
VI. CONCLUSION
This paper provides a comprehensive review of palmprint based biometric. We begin with investigating the biometric system. Then, we introduce an overview of palmprint technology; we summarize tables of the previous works based unimodal palmprint based on different databases. To sum up, palmprint recognition is still an open problem and not completely solved. For the importance of contactless images, accuracy needs improvement. Furthermore, the high-resolution images need to be investigated more as these images serve as an important source for high-security application for forensic usages. However, the unimodal biometric system has a variety of problems, such as; the noise, variance within the class; discrimination; nonuniversality and spoofing. To overcome the limitations of the unimodal system, a multimodal palmprint can be used by combining right and left palmprints at different levels of fusion. In the forthcoming paper, we will introduce an overview of multimodal palmprint biometric system.
